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ANOMALY DATA COLLECTION

INTRODUCTION

Key Findings: 

• We determine the cybersickness occurrence can be quantified using 

certain QoS (packet loss), QoA (visualization delay) metrics from our 

simulation experiments in vSocial. 

• We perform trade-off analysis of our framework for the decision making of 

the adaptation in terms of different threshold metrics, system response 

time, resource usage and cost metric. 

• With these results, we also show a before after scenario, where we 

determine that addressing most vulnerable anomaly (Low bandwidth) can 

aid in mitigating the cybersickness occurrence with the given response 

time.

• From our QoA adaptation, the CPU Utilization went from 9% to 4% after 

the adaption occurred, and for the QoS adaptation we observe the 

Average Packets Per Second is stabilized to meet the threshold value.

CONCLUSION
• Proposed a novel control loop adaptive framework to address the 

performance and security issues that induces cybersickness in a social 

VRLE application.

• We perform real-time adaptations on the identified issues and mitigate 

them to reduce the cybersickness level of the users. 

—————————————————

In the future, we plan to expand our framework to make active decision 

making for zero-day anomaly events. 
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• Social Virtual Reality Learning Environments are 3D spaces designed to 

educate students remotely via online platforms to enhance learning 

capabilities.

• Lack of handling performance and security factors can cause a disruption 

of user’s learning  experience by inducing cybersickness. 

• Our Contributions: (i) Develop novel model-driven based adaptation 

framework, to determine the suitable attack-defense or performance 

adaptation. (ii) Create a full application that allows us to observe the 

performance and functionality of the systems, architectures, and the 

developed model behavior.

We collected the relevant SPS/3Q anomaly data, once the alarms created in 

AWS triggers for the vSocial application. 
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EVALUATION RESULTSFigure 2: AWS alarm created for Quality of Application anomaly  with threshold condition CPU utilization >8%

Figure 3: Adaptative Framework

Figure 4: Anomaly Monitoring tool showing the Detected Anomalies related to SPS/3Q events 

Figure 1: Overview of vSocial, a Social VRLE for training youth with Autism Spectrum Disorder

Figure 5: Performance of the determined adaptations  for the detected anomalies using our framework 

in terms of response time and threshold Metrics 

Using our proposed control loop adaptive framework, we implement the real-time 

adaptations to mitigate cybersickness in social VRLEs.

Step-1: VRLE data (user data, session info is collected to determine any anomalies 

using our anomaly monitoring tool

Step-2: If any anomaly is detected, our framework proceeds to categorize the 

anomaly into a performance or security issues. 

Step-3: Using this categorized data, the framework invokes the decision module to 

determine the suitable adaptation for the detected SPS/3Q anomaly event. 

Step-4: The dynamic decision-making algorithm updates the determined 

adaptation and their respective anomaly into the knowledge base.

Step-5: Now, the resultant adaptation is incorporated on the VRLE components 

and further checked if the anomaly still exists. 

CONTROL LOOP ADAPTIVE  

FRAMEWORK

U N I V E R S I T Y  O F  M I S S O U R I U N D E R G R A D U A T E  R E S E A R C H  I N  C O N S U M E R  N E T W O R K I N G  T E C H N O L O G I E S

Figure 6: Decision Module  determine AWS Guard Duty as the suitable solution to implement for an 

SPS issue


