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Vulnerability Analysis

Conclusion & Future work

Problem and Motivation

• Drone swarms provide efficient and reliable packet
data transmission (e.g., disaster incident response)

• It is important to have reliable security that works in spite
of limited energy and computational resources on drones

Problem: Create a security framework for collaborative
drone systems with intelligence-driven edge routing
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Solution and Novelty
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• We propose a novel security architecture that is energy 
efficient featuring a trust manager in a ground control station

• Novelty: Trust is never granted implicitly but must be 
continually evaluated via the concept of "Zero Trust" [2]
>> All device communication in the network is encrypted and 

authenticated to ensure confidentiality and integrity

• Our work builds on SPIDER [1] geographic routing, and our 
simulations are performed in the Network Simulator (NS-3)

• We formulate a threat model based on SPIDER 
communications and handle overheads in Zero Trust 
implementation

• We demonstrated vulnerabilities within 
geographic routing protocols for multi-drone 
systems and developed a security framework that 
handles resource constraints

• Future Work: Experiments can be conducted to test 
the overheads of zero-trust implementation and 
design defense for attacks outside of the network 
level, such as GPS jamming and spoofing attacks as 
well as probing attacks

We identified network level vulnerabilities of geographic 
routing protocols and implemented various cyber-
attacks as follows:

DoS Attack: The figure below shows a comparison of the 
simulation's throughput during normal conditions vs a DoS attack 
starting at 20 seconds with no security implementation

Blackhole Attack: malicious 
node claims to have high 
energy to attract packets from 
other nodes and then drops 
packets that are received

Man-in-the-Middle: packets 
being sent are intercepted and 
modified by an attacker in order 
to change packet data such as 
drone location or 
images/footage

• The λ value determines different routing policies in the SPIDER 
algorithm

• The simulation shows that 
malicious nodes in a 
blackhole attack 
expend more energy than 
non-malicious nodes, 
indicating that the routing 
protocol prefers to send 
packets through the 
blackhole node over the 
non-malicious nodes.

Threat Model


